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Prepared by: 
[Your Name]

[Partner]
Tel: [Partner Tel]
Email: [Partner Email]
Website: [Partner Website]
Security Awareness Training and Testing (SATT) Proposal

Prepared for: [Company]
Date: [Date]


Monthly subscription costs



£[SATTM]
Per month

This is the total cost per month covering all your users


How to Proceed
To proceed please sign and return the acceptance page at the end of this proposal. Alternatively, a purchase order to the total value can be provided.

By ordering our services, you are agreeing to our terms and conditions.
Full SATT
[USERS] users Security Awareness Training and Testing Managed Service. Includes training all employees around security awareness, regular phishing testing and reporting.
Discounted commercials valid in [month] 2024

Introduction
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[Partner about]
Cyber Security Awareness are a market leading provider of Security and GDPR awareness training and testing managed services, designed to bolster your organisations cyber security posture and meaningfully change employees behaviour.

Unlike other providers, all of our solutions are outcomes-driven to stop security incidents from happening – not just tick training boxes.

We support over 3,000 global organisations and have helped over 600,000 employees with their Cyber Security Awareness.

About Cyber Security Awareness
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From your initial point of contact with one of our sales team, all the way through to support and account management, you will be expertly advised and supported, with the very best levels of performance, reliability and care.

Your key contacts are:

Account Manager: [YOUR NAME]

Dedicated SATT Manager: Cyber Security Awareness team

Key contacts and Resources

We propose to provide [COMPANY] with our bespoke Security Awareness Training and Testing managed service. The purpose of this service is to train users in security awareness and provide regular testing to keep them vigilant. Proven and guaranteed to reduce your employee’s risk. If you would also like to provide your staff GDPR awareness training, then simply select the Full SATT + GDPR when purchasing.
Recommended solution
Your solution















[bookmark: _Toc46844299]How will training actually stop staff causing security incidents? 




We have found that Security Awareness Training makes an immediate difference to end users’ behaviour. However, what normally happens after completing any training, without continuous reinforcement, is that the message is gradually forgotten within a few weeks of returning to day-to-day activities.

This is where our managed service is unique and actually stops your users causing security incidents.

It is only by combining workplace Security Awareness Training with ongoing, random targeted test phishing emails, supplemented by additional targeted training for those who are (still) vulnerable, will you build a human firewall. A firewall of vigilant, knowledgeable and empowered end users ready to protect themselves and your organisation. A human firewall ready to thwart potential security incidents.


























Required from [COMPANY] IT Team
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This is a fully managed service, all you need to do is provide us an Excel spreadsheet with the following: Email Address, first name, last name & location (optional.) You will also need to add our sending domains to your email security allow list to ensure test emails are delivered (whitelisting).

We would recommend that at the Baseline stage you choose the targeted email that goes to your staff. Our Security Awareness delivery team will provide you some bespoke examples to choose from.

We also provide you (Cyber Security Awareness or [COMPANY] can send) communication to all staff explaining; the results of the Baseline, why training is needed, that future tests will be run which they need to stay vigilant against and further training will be provided to staff who are still causing a security risk after training.



Service timeline and expected results







Recommended Deployment Plan:

· Baseline & report IT Staff only – 0% to 10% expected at risk.
· Baseline & report all other staff – 40% to 70% at risk – we feel an internal spoofed “changes to holiday & sick pay”, “bespoke password reset” or “planned internet downtime” would be very successful for your company. 
· 15-minute compulsory Training video to all staff – 8-week training deadline – all staff are made aware that regular tests to monitor user security risk will be run.
· Monthly Phishing Stages starts – regular targeted emails, 1 per user per month and randomised. Anyone who is still a security risk will be identified and provided additional more in-depth 25-minute training. 
· Months 2, 3 & 4 monthly phishing – up to 5% still at risk in 1st 2 months, which should consistently drop down to 0% at risk by providing 25min training to any who click (this is what we consistently see across all our customers)
· Ongoing months - we would be very surprised if more than 2% (if any) staff are clicking on the monthly phishing emails. 
· Ongoing months - Monthly Phishing continues with 25-minutes training to any who click.
· New staff receive the 15-minute training as part of their induction and go into the monthly phishing along with everyone else. 
· 8 Week training deadline on 25-minute video.
· Annual refresher training for all employees




Reports:
· Baseline: Reports will be received after each baseline.
· Training: Regular reports to show the users who have & have not completed the training + Quiz results
· Monthly Phishing: Reports showing your “risk level” and the training status including quiz results of the users who have been enrolled in 25-minute training will be provided monthly.

Additional Resources:
· IT Helpdesk Guide to SATT – has all internal communication & FAQ’s for your IT team to copy and paste to users. (E.g. I don’t need training)
· Additional text-based training, infographics and posters.
· Monthly phishing stage only: Excellent Landing page: “oops you’ve clicked on a phishing email, here is what to look out for so you don’t make this mistake again.” 
· How to achieve 0% guide.
· Free Cyber Security Training for employees or students without a corporate email address.










 Customer SATT comments

“The Security Awareness Training and Testing service has made a real difference in the way our employees interact with suspicious e-mails. We now see e-mails being queried with our internal helpdesk which proves that staff are aware and vigilant of cyber-attacks.”

“Security Awareness Training and Testing is a worthwhile investment. Alongside our security technology, we now have a vigilant workforce who play a key part in keeping Sumi Agro secure.”

“I was very surprised at the high number of people clicking the link, so this has been a worthwhile exercise already.”

“The baseline results certainly caught people’s attention and highlighted the importance of – and the need for – further training.”

“I have watched the videos, they’re great & very informative, I have definitely learnt a thing or two….. The training will be really useful for our users.”

“On the day of the Baseline phishing test, many employees spoke about the phishing e-mail they all received. Our helpdesk received several calls too. We were pleased to see that some employees knew how to react but understood that there was work to do.”

“We found the training content to be excellent. It did a great job of putting information into context by using real-life scenarios to make it easy for all employees to understand and relate to.”

“The Monthly Phishing phase has made the most difference to our organisation. On a monthly basis, we understand which members of staff are susceptible to phishing attacks, what kind of attacks, and can put measures in place to support them to ensure that they don’t fall for similar attacks in the future.”
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